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ѿȁ ᵣ ’ 

1. ӈ 

̂phishinğ fishing ̃̆ ₯ ᴆȁ

Ḥȁ ֜ Ḥ ᵣ̆ ̆ ῒ ᴏῳ ̂

̃̆ ῒ Ḥ ̂ ȁ ȁפ ȁATM PIN Ḥ

Ḥ ̃ ѿ ╠ ҹ ₯ Ȃ ₯ ̆ ҩֲ ̆

Ȃ 

ľҬ Ŀ ῤ ̂ ȁҬ ȁ ̃

Ȃ 

2.  

ȇῃ Ҭ №ל _2014 Ȉ ԅ 2014 ῃ ῃ ῤ

Ҭ Ҭ ₯ԊᴆȂῒᶏ Һ ҈ № Ҭ̔

̂APAC̃ ҽ ̆ԑ

ᵬ ̂Anti-phishing Working Group̆ APWG̃ ᴪ ῃ ῤҽ Ҭ Ȃῒ

Ҭ̆APWG ῃ Ҭ ⌠ 20.4%Ȃ 

ԍ URL ̆ Һ ῤ

URL ῒז URLҌ ῃ ̆↕ ҹѿҩ Ȃ

̆ Ҍ Һ Ҋ 1̔. ѿҩ Һ Ҋ ԅ

ҩᴏῳҌ ’ 2̕. Һ Ҋ ҹ
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’̕3. ῃ ΐ ₯ Һ ԍ URL Ȃ 

3. 2014 ῃ Ҭ  

Â ҈ ̆ῃ Ҭ ҉ Ȃ2014 ῃ ̆ Ҭ

ҹ 55063ҩ̆ 2013 Ҋ ̆ᵖׅ ԍ ᵝȂ7 ᴍ̆

⌠ ṿȂ 

Â 2014 ῃ Ҭ ᶏ ╠҈ᵝ ҹ̔.COMȁ.TKȁ.PW̆ ῃ

78.4%Ȃ 

Â 10000ҩ Ύ Ҭ₮ Ҭ ᶛ ╠ ҩ №≢ҹ .̔CFȁ.PWȁ. 

MLȁ.GAȁ.EDUȁ.SXȁ.CCȁ.GDȁ.BIȁ.TL̆ ῒҬ.CFȁ.MLȁ.GA ҹ ᶫᾧ Ύ

Ⱶ Ȃ.CF ₮ ᶛ ̆ ⌠ςςψρππππȂ 

Â 322ᶛ ᶏ ̆ .XYZȁ.WANGȁ.SEXYȁ.CLUBȂ 

Â 2014 ₯ ╠҈ᵝ№≢ҹ̔ ̆Ҭ ̆ ̆

92.1%Ȃ 

Â 2014 Ҭ ҹ 33.1 ̆ῃ ҹ

31.2 Ȃ 

ԋȁ  

2014 ̆῍ Ҭ 55063ҩ̆ ӊ 2013 Ҋ ̆ᵖׅ ԍ ᵝȂ 1

ԅῃ Ҭ Ȃל ң Ҭ

2012 ⱴȂ ҹ ῃ ₮ ̆ ῃ ҍל Ҥ
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Ȃ 

 

1̔ῃ Ҭ  ל

2 ԅ 2014 ῃ Ҭ ῒҬ̆ל 2014 7 ᴍ̆

⌠ ṿȂ 

 

2̔2014 ῃ Ҭ  ל

҈ȁ ’ 

ԅ ᶏ IP ᶫ ץ ̆ № ᵬ

ҹῒ ῀ Ȃ 
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1. №  ל

2014 ̆ῃ Ҭ ῍ 143ҩ ̆ 2013 13ҩȂ  

 

3: Ҭ  ל

2014 ╠҈ᵝ ҹ̔.COMȁ.TKȁ.PW̆

78.4%Ȃ ѿ ̆.COM ᶭ 2014 ῃ Ҭ Ȃ 

 

4̔ №  

╠҈ᵝ ΐᵣ№ ל 5 ̔ 
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5̔ ᶏ Һ  ל

2. Ҭ 1 

ҹԅ № Ҭ ₮ ᶛҍ№ ’̆ ױ ѿ ԅľ

Ҭ Ŀ̆ ץ Ҭ Ҭ Ȃ 

Ҭ =
Ҭ

Ύ
ρzππππ̆ 

̂ 10000ҩ Ҭ₮ Ҭ ̃ 

1̔ Ҭ TOP10  

 

׆ 1Ҭ ̆Ҭ Ҭ .̆CF ȁ.MLץ .GA Ύ

                                                             
1
 APWG ȇGlobal Fishing Survey: Trends and Domain Name Use in 1H2014ȈҬ

έPhishing Domains per 10,000έȂ 
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1 .CF Ҭ ῍ 1900 1850 81000 228

2 .PW Ꞌ 4293 3901 229639 170

3 .ML 718 684 86000 80

4 .GA ⱴ 497 471 98000 48

5 .EDU 9 8 7590 10.5

6 .SX Ҁ 5 4 4600 8.7

7 .CC 445 294 350000 8.4

8 .GD 30 2 2800 7.1

9 .BI ⱴ῍ 1 1 1400 7.1

10 .TL 6 1 2200 4.5
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ᶫᾧ Ύ Ⱶ̆ Freenom Ȃ ̆ Ύ

ץ̆└ ᵞ ᴇ ᾧ Ύ ̆ Ύ ԍ Ȃ 

ѿ № ԅ̆ ῤ ҹ .COM .CN Ҭ ̆ῒ

Ҭ.COM Ҭ ҹ 2.56̆ .CN Ҭ ҹ 1.57̆ .CN Ύ

ԍҬ ᵞȂ ⌠ .CN Ύ ԍҬ Ⱶ̆

ԍ Ⱶ̆ ҹ̔ ῤ ̆ .CN

ᵞȂ 

3. Ύ №  ל

 

6̔ῃ Ҭ  ל

2014 ̆ῃ Ҭ ҹ 55063ҩ̆ῒҬ ҹ 48835ҩ̆

ѿ № ҩ ᶏ Ȃ 

№ ̆ ᶏ ╠ ᵝ 7 ȂῒҬ̆findhere.org ῃ

ԍᴏῳҬ ₯̕t.cnȁtinyurl.com ῏ ₮ Ⱶ̆

ץ Ό URL ҹ Ȃ ῏ ⱴ URL ҍ ̆ ᾧ
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Ⱶ Ȃ 

 

7̔ ԍ  

ҹ ѿ ԅ ₯ ≠ ̆ №  ̔

 

8̔ №  

ῃ 55063ҩҬ Ҭ̆ Ύ ҹ 42460ҩ̆ ῃ

77%̆ Ύ ̆ Ҋץ ῒҬѿҩ ₃ҩ ᴆ̔1̃ Ύ Ҍӄ

ԍ ₯̕2̃ ̕3̃ ҹ ҩ ұ̕4̃
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ѿ Ύֲ ΎȂῒז Һ ₯ ȁ Ⱶȁ Ⱶ ̆ῒҬ

₯ ᶛ ̆ ҹ 7.6%Ȃ 

64% Ύ 9Ҭ Ύ ᶫ Ύ ⱵȂῒҬ N̆etwork SolutionsȁPDRȁ

FreenomȁGoDaddyȁRegister.com ҹ Ύ ̆ ѿ № ₯

Ύ Ύ ׆̆ Ȃ 

 

9̔ Ύ Ύ №  

ȁ Ҭ № ’ 

2014 1 ̆ ѿҩ ῀ Ȃ 2016 ̆ ᴪ 1200ҩ

₮Ȃ Ӈ̆ ῀ᴪ ̙ 

2Ҭ ̆ 2014 ῃ Ҭ Ҭ̆ ₮ ≠

̆῍ ̔.XYZȁ.WANGȁ.SEXYȁ.CLUBȂ׆ ῏

̆ ῀ Ȃ 
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2̔ ῏ ’ 

 

̂ ̔ Ҭ ľ Ҭ Ŀ ҈ ԋ ̃ 

10 2̆014 ҉ ̆ ₮ ῏ ̆ Ҋ׆

₮ Ȃ ԍ҉ ҹ ῀ ̆ .COMץ ῒז

̆ῒ Ύᴇ Ȃ ץ῀ Ύᴇ Ҋ ̆

ⱴ ̆ ӊӞ Ύץ ԍ Ȃ 

 

10̔  ל

ԓȁ ₯ №  

2014 ῃ Ҭ ᴏ̆ῳ ₯ 2 ץ 80.7% ҽ ᵝ↓ ѿȂҺ

₯ № 11 Ȃ 

                                                             
2
 ȁ ȁ ט  

TLD Ύ Ҭ

.XYZ 308 272 796391 3.4

.WANG 12 10 97591 1.02

.SEXY 1 1 17645 0.57

.CLUB 1 1 160591 0.06
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11̔ 2014 ₯ №  

 

12̔ ₯ №  

12 ̆ ₯ № ̆ ₯

̆ᵖ Һ ₯ ҬȂῒҬ̆ ╠҈ ₯ ̂ ȁҬ

̆ ̃ ҽ ̆ ⌠ԅ ҽ 92.1%̕ ҈№ӊѿ ₯ 2014

ῤ ₮ 1ᶛ Ȃ╠҈ᵝ ₯ ҽ ל 13 ̔ 
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13̔ Һ ҽ  ל

҂ȁ  

ѿҩ ̆ Ӟ ₯

ѿҩ Ȃ ԍ ꜚ ₯ ѿ ῒ ⱬ ̆

῏ ҹ Ȃ 

14 ̆2014 Ҭ 3ҹ 33.1 ̆ ῃ

4ҹ 31.2 Ȃ 15Ҭ № ̆2014 ҉ ̆Ҭ

2013 ̕2014 Ҋ ̆ 7 ȁ9 10 ₮ Ҋ

ӊ ̆ԍ 11 ᴍ ⌠ ṿ̆ 60 Ȃ 

                                                             
3
 Ҭ ̆ ԍ ̂ 20%̃Ȃ 

4
 APWG ȇGlobal Fishing Survey: Trends and Domain Name Use in 1H2014ȈҍȇGlobal Fishing 

Survey: Trends and Domain Name Use in 2H2014Ȉ 
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14̔ ῃ ҍҬ ̂ ᵝ̔ ̃ 

 

15̔ Ҭ ̂ל ᵝ̔ ̃ 

 

CNNIC ̆ ԑ ȁҬ

̂APAC̃ ᵬ ̂APWG̃ ҈ Ȃ APWG Greg Aaron

ҹ ᶫ Ȃ ᶫ ҽ APAC APWG Ạ₮ Ȃ 
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